CSfC Selectionsfor Mobile Platforms

Mobile Pltforms ugd in CSfC solutionsshall bevdidaed by NIAP/CCEVS or CARA
patnering schemesas canplying with the arrent requirements ofNIAP's Mobile Device
Fundanentds Protection Rofile. This validatel compliance shall ndude tre seletable
requirements ontained in this dowment.

CSfC sdectionsfor Mobile Device Fundamentals version |.x evaluations:

FCS CKM.I I (I): TheTSFshall geneate asymmetric cryptographic keys used dr key
establshmentm
acordance with:

e NIST Special Publication 800-56A, "Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography” tor elliptic curve-based key
establishment schemes and implementing "NIST curves' P-256, P-384 and[ selection: P-
521, no other curveq (as defined in FIPS PUB 186-4, "Digital Sgnature Standard")

FCS_CKM.1.1(2): The TSFshall geneste asymmetric cryptographic keys used dér
authenticaion inacordance with a speified cryptographic key generation dgorithm
e FIPSPUB 186-4, "Digital Sgnature Standard {DSS)", Appendix 8.4 for ECDSA schemes
and implementing "NIST curves' P-256, P-384 and [ selection: P-521, no other curves]

FCS_CKM_EXT.LI: The TSFshall support a hdware-proteded REK with an AES key of size
[256 bitg] .

FCS CKM_EXT.2.1: All DEKSs shall beandomly generated with entopy corresponding to the
security strength of AESkey sizes of [256] bits.

FCS CKM_EXT.3.1: All KEKs shall bg 256-bit] keys correspondngto at least the searity
strength of the keys encrypted ty theKEK.

FCS COP.1.1(1): The TSFshall peform [encryption/decryption] in accordane with a
spedfied cryptogrghic algorithm
e AES-CBC/{as defned in NIST SP800-38A) mock,
e AESCCMP (as defned in HPSPUB 197, NST SP 800-38C andEEE 802.112012)
e AESGCM (asdefinedin NIST SP 800-38D), and ayptographic key sizes 128-bit key
sizes and[ 256-bit key sizes] .

FCS_COP.1.1(2): The TSFshall peform [ cryptographic hashing] in accordane with a
spedfied cryptographic algorithm SHA-1 and [ SHA-256, SHA-384] and messge digest szes
160 and [256,384] tha med thefollowing: [FIPS Pub 180-4] .

FCS COP.1.1(3): The TSFshall peform [ cryptographic signature services (generation and
verification)] in accordancewith a speified cryptogaphic dgorithm
e FIPSPUB 186-4, "Digital Sgnature Sandard (DSSJ", Section 5 tor ECDSA schemes
and implementing "NIST curves' P-256, P-384 and {selection: P-521, no other curves/



FCS RBG_EXT.1.2: Thedeeministc RBG shdl beseeled byan entropy soucethat
acamulatesentropy from [ TSF-hardware-based noise source] with a minmum of [256 bits] of
entropy at least equl to thegreaest eaurity strength (accordingto NIST SP 800-57) d the keys
and hahes thait will generate.

FCS TLS EXT.2.1: The TSFshall mplement oneor moee of the following protools TLS 1.2
(RFC 5246)and[sdection: TLS 1.0 RFC 2246) TLS 1.1 RFC 4346) suportingthe bllowing
ciphersuites:

e TLS ECDHE ECDSA_WITH_AES_%6_GCM SHA384 & defned inRFC 5289

FOP OAR_EXT.1.2: Encryption sh#l be peformed usng DEKs with AES in the [sdedtion:
XTS, CBC, GCM] mode wth key size [256] bits.

FOPIFC_EXT.1.1: The TSFshall [sdedtion: providean interfaceto VPN applicaions b
enable all IP traffic (other than IP traffic required to establish the VPN connection) to flow
through the IPsec VPN client, enable all 1P traffic (other than IP traffic required to establish the
VPN connection) to flow through the IPsec VPN client] .

FIA_XS09 EXT.2.2: When the TSFcannot estalish a onnection to deteminethe vdidity of a
catificate, the TSFshall [sdection: allow the administrator to choose whether to accept the
certificate in these cases, not accept the certificate] .

FMT_MOF.1.1(2): The TSFshall restrict the #ility to peform thefundions [
1. configure passwod policy:
a. minimum passwat lengh
b. minimum passwat complexity
C. maxmum passwat lifetime
2. configure sessiondcking policy:
a. saeen-lock enabled/disbled
b. saeen lock timeout
c. numberof authentiation falures
3. enable/disable [assgnment: list of aidio or visual olledion devices]
4. configure applicaion indallation polcy by [sdection:
a. spedfying authorized goplicaion rgostory(s),
b. spedfying aset ofalowed goplicaions ad vasions (an goplicaion whitelist)
c. denying instllation of goplicaions],
5. enable/disable theVPN protection
9. sped'y wireless neworks (SSDs) to which the TSFmay conred]

FMT_SMF.1.1: TheTSF shall be epable o performing the bllowing management uindions:|[
4. enable/disable [assignment: allradios an TSH
5. enable/disble [assgnment: all audio owisual ®lledion devices on TF]
14. renove importd X.S09v3 ertificates ad [assigyment: all obher X.509v3
ceatificates]in the Trust Andor Detabase
20. enable/disable [assgnment:al protomls whee the deice acts as seaver].



34. sable/disble device messging capabilities,
36. enable/disable voiee command mntrol of devicefundions,
41. onfigure the unlek banne.

FPT_BBD_EXT.l .I: Codeexeauting onany baséband piocesor (BP) shdl not beable to &cess
applicaion processa (AP) resoures except when medided by the AP.

FTA_TAB.1.1: Before establshinga usersession, the TSF shall dsplay an Administraor-
spedfied advisay notice and mnsen warning messageaegarding use ¢ the TOE



